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Purpose: To investigate whether the long-term preservation of the authenticity of electronic

Security

healthcare records (EHR) is possible. To propose a mechanism that enables the secure vali-

Digital signatures

dation of an EHR for long periods, far beyond the lifespan of a digital signature and at least

Notarization

as long as the lifetime of a patient.

Archiving

Approach: The study is based on the fact that although the attributes of data authenticity, i.e.

Electronic healthcare record (EHR)

integrity and origin veriﬁability, can be preserved by digital signatures, the necessary period
for the retention of EHRs is far beyond the lifespan of a simple digital signature. It is identiﬁed
that the lifespan of signed data is restricted by the validity period of the relevant keys and
the digital certiﬁcates, by the future unavailability of signature-veriﬁcation data, and by
suppression of trust relationships. In this paper, the notarization paradigm is exploited,
and a mechanism for cumulative notarization of signed EHR is proposed.
Results: The proposed mechanism implements a successive trust transition towards new
entities, modern technologies, and refreshed data, eliminating any dependency of the relying party on ceased entities, obsolete data, or weak old technologies. The mechanism also
exhibits strength against various threat scenarios.
Conclusions: A future relying party will have to trust only the fresh technology and information provided by the last notary, in order to verify the authenticity of an old signed EHR. A
Cumulatively Notarized Signature is strong even in the case of the compromise of a notary
in the chain.
© 2006 Elsevier Ireland Ltd. All rights reserved.

1.

Introduction

Modern healthcare environments exploit the immense
advances in Information and Communication Technologies
(ICT) in order to increase the quality and the quantity of
the healthcare services provided. Several privacy and security problems become much more intense in such shared
environments, where healthcare services are offered by multidisciplinary teams of healthcare professionals, to patients
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and other stakeholders through web-based applications or at
least through remote interconnected Health Information Systems (HIS) [1,2]. Besides the privacy and the access control
issues, which emerge in a HIS, we will focus on the longterm preservation of the integrity and the origin veriﬁability
(i.e. the authenticity) of electronic healthcare records (EHR).
EHR must be preserved at least for the lifetime of a patient or
even longer for research or other purposes. The preservation
of electronic data for a lifetime is not a straightforward task,
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since ICT are under intense development and are subject to
continuous changes. The long-term preservation of EHR may
be approached and analyzed from various perspectives, such
as future data readability, storage media longevity and security
[3]. The value of the archived EHR depends on the existence
of a digital signature, which is the principal expression of an
author’s intent, while it ensures the integrity of the signed
data. The preservation of the readability, the veriﬁability and
the validity of the digital signature are, thus, crucial for the
future value of the healthcare data.
As of today, several electronic signature schemes have been
proposed. The main procedure is common and it is based on
public key cryptography, where the signer encrypts (signs) a
sequence of data using her private key, and the veriﬁer of
the signature ensures the originality of the data by decrypting
the signature using the public key of the signer and obtaining the original data [4]. From the ﬁrst steps of public key
cryptography till today, several methods have contributed new
features to the basic signature capability. The hash algorithms
gave a solution to the computational efﬁciency of the signatures, the digital certiﬁcates and the self-certiﬁed keys provided the means for effective identiﬁcation of the signer, the
Public Key Infrastructure (PKI) architectures built the necessary trust relationships and the time-stamping and notarization schemes made a digital signature stronger [5,6]. However,
the lifespan of a digital signature is restricted by the validity period of the relevant keys and digital certiﬁcates, by the
future unavailability of signature-veriﬁcation-data, as well as
by cryptanalysis advances and by suppression of trust relationships. The paradigms of time-stamping and notarization
have been used to extend the lifespan of a digital signature, either by indicating that a signature was created at a
time before a subsequent compromise, or by transferring the
trust against the signed data to a new entity, the Notary. Yet,
timestamps and notarizations consist of digital signatures and
therefore will become invalidated in some, not long, period of
time.
The objective of the paper is to present a digital signature
scheme for EHR, where the signature veriﬁcation process is
based on trust relationships, data, and technologies that are
available in the distant future, at the moment of veriﬁcation.
The basic idea is the elimination of any dependency on obsolete trust relationships, data, and technologies that may have
existed in the past, but are subsequently invalidated. The idea
focuses on the preservation of trust in the information needed
to verify the identity of an EHR signer in a ceaseless way. This
is achieved by a continuous successive trust transition to new
entities, data, and technologies, and the proposed solution is
a cumulative notarization scheme.

2.
The requirement for long-term digital
signatures
2.1.

The importance of healthcare data signing

Data authenticity is deﬁned as the preservation of the integrity
of the data (i.e. data is not modiﬁed during storage or transmission) plus the possibility of origin veriﬁcation (i.e. the secure
identiﬁcation of the creator or the owner of the data). Both
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properties are assured by means of digitally signing. Authenticity of EHR is crucial for the trustworthiness of a HIS, especially in distributed environments where data is transmitted
over insecure channels and stakeholders have never physically met [7]. We may identify several risks that may endanger
the preservation of healthcare data authenticity [8]:

2.1.1.

Central archiving attacks

EHR are stored in central repositories at institutional level,
and can be accessed over open networks by remote healthcare
professionals. Such a centralized multi-user inter-networked
environment is subject to remote exploits and attacks putting
in danger the conﬁdentiality and integrity of medical information.

2.1.2.

Ownership of medical records dilemma

The question is whether the EHR belong to the hosting healthcare unit, to the related patients, or to the healthcare professional who created them. Proof of record origin contributes to
the protection of the intellectual property of healthcare professionals, who then feel more comfortable to share their data
for the common good.

2.1.3.

Communication channels tampering

The information transmitted over a communication channel
can be deliberately or accidentally modiﬁed, thus sacriﬁcing
data integrity. Any modiﬁcation on signed content is immediately detectable.

2.1.4.

Data repudiation

In cases where liability for the information provided is a legal
requirement, repudiation of data origin must be avoided. Digital signatures assure the non-repudiation of having created
(or at least published) a healthcare record.

2.2.

Restrictions on the longevity of digital signatures

There is a considerable gap, in the existing technology,
between the required longevity of an EHR and the longevity
of its digital signature. While the longevity of the EHR itself
depends only on the preservation of its content readability,
the longevity of its digital signature depends on multiple factors, which considerably restrict its lifespan. For example:
• The keys used for signature creation and veriﬁcation must
have limited lifespan in order to avoid long exposure to
security threats. A common practice of Certiﬁcation Authorities (CA) is to impose a limit of 1–2 years in the lifespan of
certiﬁcates based on a 1024 bit RSA key pair.
• The algorithms used for signature creation may be broken,
or signing keys may be compromised before the completion
of their lifespan, rendering the signature of an EHR vulnerable to modiﬁcation attacks.
• The information needed for the veriﬁcation of a digital signature, such as digital certiﬁcate chains and certiﬁcate revocation status, may be not available at a future time.
• The Trusted Third Party (TTP), which binds the signatureveriﬁcation data to a speciﬁc identity, may be not trusted in
the future, either because it ceased operation, or because it
does not fulﬁll the necessary requirements any more.
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Some technical solutions to this problem are presented in
[9,10]. These solutions are mainly based on document timestamping, which proves the existence of a sequence of data
before a speciﬁc moment in time. This time stamp is refreshed
before the used algorithms or keys become (or are likely to
be) compromised or rendered vulnerable, thus ensuring its
validity through the years. However, the validation process in
such schemes still requires the successful validation of the
initial signature and timestamp, therefore it is based again on
information, such as digital certiﬁcates and Certiﬁcate Status
Information (CSI) [11] that may be unavailable in the future.
Thus, these solutions focus on the problem of algorithm decay,
not on the preservation of trust.

3.

Solution framework overview

The basic idea of our approach is that a digitally signed
EHR has to be regularly veriﬁed by a trusted entity (called
the ‘Notary’). This entity attests its validity, signs it, and
“refreshes” the strength of the initial digital signature. Now, a
relying party has only to check the validity of the Notary’s signature to decide on the authenticity of the EHR. This procedure
can be repeated periodically and indeﬁnitely. At a next period,
a new Notary has to check only the attestation made by the
previous Notary, without validating the initial signature, and
then proceed to a new attestation. This “cumulative notarization” scheme may theoretically continue forever. According
to this idea, the veriﬁability of EHR is a successively transited towards new trusted entities, newer technologies, and
refreshed data. A future relying party will have to trust only
the information provided by the last notary, in order to verify
the validity of the initially signed EHR, thus eliminating any
dependency on ceased entities, obsolete data, and weak old
technologies.
The actors involved in the proposed model of cumulative
notarization are the following:
• The initial signer who creates the initial digital signature on
the EHR.
• The Certiﬁcation Services Provider (CSP) that provides the necessary trust mechanisms (e.g. digital certiﬁcates) to authorize the signer to act as such and to bind her keys to her
identity.
• The Notaries (or Conﬁrmers) acting as TTP, which make speciﬁc attestation on the content and the characteristics of a
data collection (e.g. on the validity of a digital signature at
a speciﬁc moment), and then sign digitally the data and the
attestation.
• A relying party (RP) (or veriﬁer), who relies on the information provided by a CSP or a Notary, that enables her to verify
the validity, the origin and other characteristics of a digital signature. A short-term RP and a long-term RP may be
distinguished.

3.1.

Assumptions and requirements

Again, the focus of the paper is the preservation of the veriﬁability and the validity of digital signatures for long periods,
assuming that the readability of the EHR itself is assured [12].

Technology obsolescence, different data representation formats, limited storage media longevity, special software and
hardware required, are some factors that may reduce the
future readability of EHR. Some solutions to this problem are
based on the existence of metadata [13], but this is a different
part of the problem, which is outside the scope of this paper.
The entity providing notary services in our proposed framework must be a trusted entity for acting so, either on national
level or within a closed medical group. Legally, the notary is a
TTP and should abide by law and regulations concerning a regular notary service. At the moment, when a notary conﬁrms a
signed EHR, it attests that:
- The signature of the EHR is algorithmically valid for a given
public key and the related algorithm is valid and strong.
- The signer possesses a valid digital certiﬁcate that binds the
signer’s keys to her identiﬁcation details.
- The issuer of the signer’s certiﬁcate is a trusted, ofﬁcially
qualiﬁed entity, acting legally within the scope of medical
applications, adhering to published policies and abiding by
the current national or international law and regulations. It
is therefore assumed that the notary trusts the CSP of the
signer at the moment of the notarization.
- All the relevant information, such as the status of certiﬁcates, the validity of trust chains and the policies and regulations in force are properly checked.
- The validity of the optionally included timestamp is properly veriﬁed.
The successful veriﬁcation of the last notarization indicates that the initial signature is valid. It is required that
this veriﬁcation must not have any dependency on past technologies and on data, which are not necessarily archived or
attached to the initially signed healthcare record (e.g. keys or
certiﬁcates of the initial signer). Therefore, it is required that
the veriﬁcation of the Cumulatively Notarized Signature (CNS),
as described in the next sections, is based only on the last
notarization, which does not have any dependency on:
- The existence of the CSP, which issued the certiﬁcate for the
initial signature.
- The existence and the operational status of intermediate
notaries.
- The algorithm and key characteristics of the initial signature
or the intermediate notarizations.
- The existence of keys, certiﬁcate chain and Certiﬁcate Status Information for the validation of initial signature and
intermediate notarizations.
- The subsequent expiration or compromise of the keys of the
initial signature or the intermediate notarizations.
Finally, the framework does not require a secure archiving system. Notarization tokens are tamperproof signed data
structures and may be stored in personal storage media or
in publicly accessible archives and directories. The inclusion
of the initial healthcare record in the CNS is not required,
depending on the conﬁdentiality level of the content. The CNS
may be an autonomous public structure that contains only the
hash value of the healthcare record as a reference (detached
form) or contain the whole signed data (attached form) [14].
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Fig. 1 – Trust model in a cumulative notarization
framework.

3.2.

Transition of trust

The proposed solution, apart from its technical aspects, is
mainly based on the notion of trust within the PKI. A notary
acts as a TTP for the services she offers. The notion of trust
against a third party assumes that the TTP is part of the social
system, expresses the faith of the relying party in speciﬁc
operational, ethical, and quality characteristics, while it also
includes the acknowledgement of a minimum (and acceptable) risk factor [15].
Trust has the property of transitivity. A trust relationship is
transitive [16] when the fact that an entity A trusts an entity B
and the entity B trusts an entity C, leads us to the conclusion
that entity A is bound to trust entity C. The property of trust
transitivity is essential for the proper functionality of the proposed framework; however there is a need of establishing speciﬁc restrictions and requirements in trust transition. In fact,
it is hereby assumed that when a relying party trusts a Notary,
it is bound to trust any other party that the Notary declares
as a TTP and, thus, it trusts the information that this TTP
publishes. However, the acceptance of this trust transitivity
remains to the discretion of the relying party. The trust model,
which results as a consequence of trust transitivity, is illustrated in Fig. 1. A short-term relying party trusts directly the
CSP that certiﬁes and authorizes the initial signer. As a result,
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it trusts the signature-veriﬁcation-data and consequently the
created signed EHR. The ﬁrst Notary validates and notarizes
the signature data, since it trusts the signer’s CSP. Subsequent Notaries are continuously refreshing the trust against
the signature data by applying the cumulative notarization.
A long-term relying party trusts directly the last notary, only.
Therefore, a trust relationship against the signature data is
derived.
After a long-term cumulative notarization on a digitally
signed EHR, it is likely that the resulting trust chain between
the initial signer and the relying party will become unexpectedly long. This long “trust distance” may introduce new risks
and weaken the trust relationships, since the relying party has
no control on this successive transitivity and in most cases
cannot follow up the policies and practices of all the intermediate Notaries and CSP. The restriction of the length of trust
chain is not an acceptable solution, since a limit on the steps of
trust transitions would reduce the potential longevity of the
initial signature. The restriction of security domains of consecutive notaries (i.e. all notaries belong to the same group or
organization), as well as the requirement for policy compatibility between notaries, may mitigate the effects of long trust
distance [17].

4.

Technical implementation

4.1.

Generic mechanism

The mechanism of cumulative notarization for signed EHR is
summarized below:

1. The EHR is signed by the initial signer. The EHR content, the
metadata describing its content and format, the signature,
the signature metadata, and the distinguished name of the
signer form the ‘signedEHR’ element.
2. The metadata included in ‘signedEHR’ consists of two elements; they refer to the document and the signature,
respectively. Since the objective is the long-term preservation of data, the inclusion of metadata for the accurate
description of the subject data is crucial.

Fig. 2 – Successive signature encapsulation in cumulative notarization.
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3. A Notary attestation is also included in the ‘signedEHR’
element. This ﬁeld contains the details of the veriﬁcation
process that the notary performs before the signing (notarization) of the data structure. The ‘notaryAttestation’ ﬁeld
may appear multiple times and its indicative values are: (a)
signer’s CSP is trusted, (b) algorithm is valid and strong, (c)
key length is acceptable, (d) CSI checked, (e) certiﬁcation
chain is valid, (f) signature is algorithmically valid, and (g)
CSP policy is compatible and/or acceptable.
4. The ﬁrst Notary signs the ‘signedEHR’, forming the ﬁrst
Notarized Signature (‘ﬁrstNS’ element) structure. This
structure includes the notarized data (‘signedEHR’), the
notary signature, its metadata, and the distinguished name
of the ﬁrst Notary.
5. The second Notary forms the ‘previousCNS’ element; it
contains the ‘ﬁrstNS’ and its attestation on the veriﬁcation
process it performed on the previous notarization token.
6. The second Notary signs the ‘previousCNS’ element, forming the Cumulatively Notarized Signature
(CNS—‘cumulativeNS’ element) structure; it includes the
notarized data (‘previousCNS’), the notary signature, its
metadata, and the distinguished name of the second
Notary.
7. Consecutive Notaries similarly encapsulate the last CNS
into the ‘previousCNS’ element (instead of the ‘ﬁrstNS’ ele-

ment), and perform steps 6–7, producing each time a new
CNS.
The entities referred to as “second Notary” or “consecutive
Notaries” are not necessarily distinct and different from the
previous ones. They are named as such, in order to emphasize
the fact that each and every notarization process is a standalone and independent procedure that may be performed by
repeated or distinct notaries. The proposed mechanism of
cumulative notarization and the relevant transition of trust
are illustrated in Fig. 2.

4.2.

Data structures

The Extensible Markup Language (XML) provides the means
for the construction of an open cumulative notarisation
scheme that ensures effectiveness, readability, and applicability for a long period of time. We present a simpliﬁed
XML schema that implements the generic mechanism
proposed previously. The schema uses signature elements
XML-signature namespace [18]. It is worth-noticing that the
realization of a cumulative data structure is achieved by
means of recursive XML elements. Speciﬁcally, the element
‘cumulativeNS’ contains the element ‘previousCNS’ which in
turn is a choice of either another ‘cumulativeNS’ or a ‘ﬁrstNS’
element.
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4.3.

Veriﬁcation of a CNT

Provided that the assumptions described above (Section 3.1)
are in effect, the veriﬁcation of the initial signature contained
in a CNS depends on the veriﬁcation of the last notarization.
Speciﬁcally, a relying party will validate the last CNS by conﬁrming that: (a) the signature of the last notary is algorithmically correct, (b) the notary is trusted to perform the operation,
(c) the certiﬁcate of the last notary is validated, by checking
its chaining up to a TTP, and (d) the attestation declaration
included in the token is satisfactory for the relying party.

5.

Security considerations

Some threat scenarios, which may arise with the proposed
framework, as well as the way they are dealt with, follow:
Alteration of a cumulatively notarized HER: The integrity of the
whole structure is protected by the signature of the last
notary.
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Forged initial signature: The sequential consistency of the consecutive notarizations and the attestations of the ﬁrst notary
ensure that the initial signature was created at a time where
the signature algorithms and the signature-creation-data
were strong and secure.
Compromise of intermediate notary keys or algorithms: It does
not affect the validity or the overall security of the CNS,
since it depends only on the validity of the last notarization.
Compromise of last notary keys or algorithms: One solution to
this is the rollback to a previous notarization in the chain,
provided that there exists at least one valid and strong past
notarization in the CNS. If this does not apply, then the CNS
must be notarized by another valid and operational notary
service.
Faulty attestation by a notary: Since it is assumed that the
notary is a properly trusted and authorized authority, a fault
attestation on the characteristics of the notarized data would
breach laws and regulations. Such a situation has to be
addressed with legal means.
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Conclusions

The authenticity of EHR is crucial for the trustworthiness of a
HIS and, thus, for the whole healthcare process. Data authenticity is even more signiﬁcant in distributed environments,
where data is transmitted over insecure channels and stakeholders have never physically met. Digital signatures constitute an effective tool for assuring the integrity, the originality,
and the non-repudiation of the data contained in EHR. However, digital signatures have a short lifespan compared to the
requirement of preserving healthcare records at least for the
lifetime of the relevant patient.
We propose an open, practical, and efﬁcient framework,
based on the digital signature notarisation paradigm, which
ensures that a relying party at the distant future will efﬁciently
verify the authenticity of a signed EHR, without the need to
rely on ceased entities, obsolete trust relationships, or data
and technologies that may have already been invalidated.
The solution to the problem is the continuous successive
trust transition to new entities, data, and technologies. This
is achieved by a mechanism of cumulative notarization that
encapsulates and refreshes previously signed or notarized
data. As a result, a relying party will have to verify only the
newest notarization and, thus, it will always depend on current trusted entities, on state-of-the-art technologies, and on
available data for the veriﬁcation of a digital signature. The
proposed framework copes efﬁciently with various possible
threats. It has a comparative advantage against other signatures schemes, since it preserves the strong security characteristics of a digital signature and, additionally, eliminates the
requirement to trust the CSP of the initially signed EHR. Also,
it does not require a secure archiving system, and it has the
ability of technology refreshing.

Summary points
What was known before the study:
• Digital signatures have short lifespan.
• Time-stamping and single notarization partially solve
the problem.
• The longevity of healthcare records is crucial.
What the study has added to the body of knowledge:
• Trust can be successively transited to new entities,
data and technologies.
• The initial signature of the EHR is not required to
remain valid in the future.
• Cumulative notarization adds important security
strengths and longevity to a signed EHR.
• The proposed open, practical, XML-based framework
gives an efﬁcient solution to the problem of long-term
veriﬁability of healthcare records’ authenticity.
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