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Chapter  7

INTRODUCTION

The end of the twentieth century saw the economic 
market emerge as a mechanism for the regulation 
of complex social systems through decentraliza-
tion and anonymity. The theory of exchange, put 
economic relationships onto the center stage of 

international affairs, replacing military relation-
ships of the past; no longer did politics govern 
society, but the market instead. This faceless 
governor, appeared immune to corruption but was 
apparently profoundly damaged to the core. The 
financial crisis, which has led to global recession, 
in turn led to losing confidence in the system of 
governance, projecting the necessity of redefining 
methods of participation in sovereignty. In the 
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ABSTRACT

Information and Communication Technologies are being evaluated as an efficient and effective way to 
modernize the electoral process. These initiatives have initially been met with skepticism, as a number of 
affecting fields operate in concert, to structure what is perceived as the dimensions of electronic voting. 
This chapter adds to the existing body of knowledge on e-voting, while attempting to exorcise complexity 
and reevaluate under a perspicacious vision, the conflictual issues, by adopting a methodology with the 
ability to tackle highly unstructured problem settings. For this, systems theory is employed to provide 
a framework for perceiving and analyzing highly complex systems in an interdisciplinary method, as 
well as for designing within and for them. In this context, electronic voting is identified as a ‘soft’ ill-
structured human activity system, and soft systems thinking is applied to bring about improvement by 
resolving complex issues and providing a clearer perspective of related interdependencies.
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midst of a global economic crisis, institutions of 
sovereign are being reevaluated under perspica-
cious vision, as calls are being made for increased 
openness and transparency of transactions.

In exploring methods of evolving participation 
in democracy, Information and Communication 
Technology (ICT) takes central status (Fraser, 
2006), as electronic participation channels present 
a bidirectional communication channel between 
the “people” and their elected representation 
Fuchs, 2006; Won, Yeo, Lee, & Arabi, 2007). Over 
recent years, countries and states globally have 
attempted to alleviate problems of bureaucracy and 
improve administrative services by providing their 
citizens with electronic services. Recognizing the 
benefits offered by electronic solutions, political 
parties are using popular information systems to 
mobilize their core supporter groups and attract 
younger voters, hoping to alleviate the low voter 
turnout problems and demonstrate a versatile 
evolutionary profile.

Empowered by timely information and by de-
liberations of the discursive community, citizens 
may participate effectively in decision making 
processes, by making use of e-participation solu-
tions. Voting is the most vital citizen participation 
process in democracy, as it can inherently facilitate 
the expression of general will. Viewed as the ulti-
mate goal for all electronic government attempts, 
is the digitalization of this process, so as to offer 
citizens with a timely, location independent and 
transparent mean of participation in sovereign. 
Furthermore, it offers great advantages to the pub-
lic bodies responsible for election administration; 
ballots can be provided in any language, made 
fully accessible for individuals with disabilities 
(i.e. through large fonts or the use of audio files) 
and in versatile formats of varying content, as 
the situation arises (Frith, 2007). E-voting ad-
ministration is also simplified, since the number 
of steps involved (i.e. the distribution, the voting 
itself, vote collection and the counting of ballots) 
can all be accelerated (EU Recommendation Rec 
(2004) 11,2004).

The field of electronic democracy and espe-
cially electronic voting is mostly undiscovered 
territory and its dimensions are still unexplored, 
as debates on the matter are still conflictual. Con-
cerns are often voiced on security issues, but also 
sociological and political implications, that may 
be raised from the introduction of this technology. 
Digitalizing communications between govern-
ments and the “people” is a process necessary to 
be viewed within a wider framework. It is crucial 
to view issues involving electronic democracy in 
clear perspective and bear light on their true nature. 
Electronic voting is a social and political project 
much more than a technical project. It is seen as 
bringing a social improvement in it by widening 
the circle of citizens involved in politics and politi-
cal decision-making (Republique Et Canton De 
Geneve, 2009).Unmistakably an examination of 
e-democracy, and evidently e-voting cannot be 
performed in vitro; in isolation from other scien-
tific and academic fields, as a purely technologi-
cal approach would lead to sterile “engineering” 
results, as a number of affecting fields operate in 
concert, to structure what is perceived as the field 
of electronic voting. For this it is necessary to adopt 
a transdisciplinary methodology with the ability 
to tackle highly unstructured problem settings. A 
more suitable theoretical guideline can be found 
in the aspects of systems theory that deal with 
high-risk technologies. Systems theory provides 
a framework for describing, modeling, analyzing, 
and designing social systems; developing and 
institutionalizing changes to social systems; and 
managing systems and system change (Moynihan, 
2004). Senge (Senge, 1990) ties a systems ap-
proach to organizational learning, to understand-
ing complex, recurring interrelationships through 
feedback loops and directing purposeful change. 
In this chapter, systems thinking is adopted to il-
luminate the quandaries of electronic voting; a Soft 
System Methodology (SSM) is adopted to identify 
and define the true dimensions and implications 
involved in the adoption and development of an 
optimal information system.
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PARTICIPATION IN AN 
ELECTRONIC DEMOCRACY

Since the publication of “the nerves of govern-
ment” (Deutsch, 1963), ICT has been considered 
vital for political systems. Information and com-
munication technologies were recognized to have 
tremendous administrative “potential” (Yildiz, 
2007), ICTs could help create a networked struc-
ture for interconnectivity (McClure, 2000), service 
delivery (Bekkers & Zouridis, 1999), efficiency 
and effectiveness (Heeks, 2001), interactivity 
(DiCaterino & Pardo, 1996), decentralization, 
transparency (La Porte, DeJong, &Demchak, 
1999), and accountability (Ghere& Young, 1998; 
Heeks, 1998, 1999).

E-government is defined as “utilizing the 
Internet and the World-Wide-Web for delivering 
government information and services to citizens” 
(UN & ASPA, 2001). It may also include using 
other ICT’s in addition to the Internet and the 
Web, such as “database, networking, discussion 
support, multimedia, automation, tracking and 
tracing, and personal identification technologies” 
(Jaeger P.T., 2003). Electronic Democracy is iden-
tified as the electronic representation of democratic 
processes (Von Lucke, 2004), which in turn are 
divided into the sub processes (Parycek, 2003):

• Information acquisition,
• Formation of an opinion and expressing 

the decision itself.

Internet can be perceived as an evolution of 
current communication linkages between political 
representatives and citizens. Using ICT to engage 
the public in the democratic processes is named 
electronic participation. E-Participation can be 
understood as technology-mediated interaction, 
between the civil society sphere and the formal 
political sphere, and between the civil society 
sphere and the administration sphere (Sanford, 
2007). The task of e-Participation is to empower 
people with ICT, so as to be able to act in bottom-

up decision-making processes and to develop 
social and political responsibility. Therefore, 
e-Participation is a means of empowering the 
political, socio-technological, and cultural capa-
bilities of individuals; allowing the opportunity 
for people to involve and organize themselves in 
the information society (Fuchs, 2006).

The DEMO-NET research report (Fraser, 
2006), funded by the European Community and 
prepared in collaboration with member states, 
aimed at structuring and documenting the use of 
ICT to enhance e-participation. It resulted on the 
schema bellow to express the level of engagement 
in e-Participation

• e-Informing refers to a one-way chan-
nel that provides information from either 
government such as official websites or 
Citizens such as ePetitions.

• e-Consulting is a limited two-way chan-
nel where official initiatives by public or 
private agencies allow stakeholders to con-
tribute their opinion, either privately or 
publicly, on specific issues.

• e-Collaborating is a more enhanced two-
way channel. It acknowledges an active 
role of all stakeholders in proposing and 
shaping policy – although the responsibil-
ity for the final decision rests with officials.

• e-Empowering refers to the placement of 
the final decision in the hands of the public.

The participation areas have been identified as:

• Information Provision: ICT to structure, 
represent and manage information in par-
ticipation contexts

• Community building / Collaborative 
Environments: ICT to supporting individu-
als who come together to form commu-
nities, to progress shared agendas and to 
shape and empower such communities

• Consultation: ICT in official initiatives by 
public or private agencies to allow stake-
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holders to contribute their opinion, either 
privately or publicly, on specific issues

• Campaigning: ICT in protest, lobbying, 
petitioning, and other forms of collective 
action (except of election campaigns, see 
electioneering as participation area)

• Electioneering: ICT to support politicians, 
political parties and lobbyists in the con-
text of election campaigns

• Deliberation: ICT to support virtual, small 
and large-group discussions, allowing re-
flection and consideration of issues

• Discourse: ICT to support analysis and 
representation of discourse

• Mediation: ICT to resolve disputes or con-
flicts in an online context

• Spatial planning: ICT in urban planning 
and environmental assessment

• Polling: ICT to measure public opinion 
and sentiment

• Voting: ICT in the context of public voting 
in elections, referenda or local plebiscites

Recent global policies and initiatives are target-
ing at improving collaboration in e-government, 
by increasing business interoperability and citizen 
participation. Electronic voting is viewed as a criti-
cal constituent for improving citizen collaboration, 
considered as a means to further enhance and 
strengthen the democratic processes in modern 
information societies(EU Recommendation Rec, 
2004). Electronic voting is viewed as having the 
capacity to engage citizens in a wider spectrum 
than what is currently available in a conventional 
electoral process, as it provides citizens with a 
means to express their timely opinion on civil af-
fairs such as legislation, representatives and such. 
Currently a universally acceptable definition for 
e-voting is lacking. The term is being ambiguously 
used for a variety of IS’s with a wide spectrum of 
tasks; ranging from vote casting over electronic 
networks to electronic voter registration.

In general, two types of e-voting can be identi-
fied (Buchsbaum, 2004):

• e-voting supervised by the physical pres-
ence of representatives of governmental 
or independent electoral authorities, like 
electronic voting machines at polling sta-
tions or municipal offices, or at diplomatic 
or consular missions abroad;

• remote e-voting within the voter’s sole in-
fluence, not physically supervised by repre-
sentatives of governmental authorities, like 
voting from one’s own or another person’s 
computer via the internet (i-voting), by 
touch-tone telephones, by mobile phones 
(including SMS), or via Digital TV, or at 
public open-air kiosks - which themselves 
are more venues and frames for different 
machines, such as; PCs or push-button vot-
ing machines, with or without smart card 
readers.

E-voting is believed to provide a macro eco-
nomical cost efficient method for increasing elec-
tion accuracy and efficiency (Clark, 2005; Hof, 
2004; Prosser, 2003). Additionally, having the 
capacity to escalate usability and accessibility (EU 
Recommendation Rec(2004)11). These Informa-
tion Systems, attempt to increase election turnout 
while benefiting transparency and openness in 
democracy. Numerous governments are currently 
in the process of evaluating electronic voting solu-
tions, by holding a succession of trials and pilots 
to determine the benefits and drawbacks offered 
by their deployment. As an increasing number of 
countries and states have been approaching this 
issue (including the United States, France, United 
Kingdom, Estonia, Switzerland, Canada India, 
Brazil, the Netherlands and others), electronic 
voting has become an all-important subject, as 
concerns over privacy, confidentiality, efficiency 
but also sociological, legal and political impacts, 
have been raised.

Frequently, traditional approaches to design-
ing highly complex human centered information 
systems miss their design goals. The difficulty 
within the design process, lies within the con-
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cept of capturing a “complete and correct set 
of requirements (Davis, 1985, pg 474) for an IS 
development sweeps away the multiple perspec-
tives and ambiguities of organizational life and 
hides them under the carpet of the mechanistic 
metaphor” (Checkland, 1997, pg 73). Experience 
has shown that even well-assembled information 
systems for ‘soft’ human activity systems have 
collapsed, because their shortcomings became ap-
parent during their operation (Iivari, 1991).Given 
the high consequences of election failures, a more 
suitable theoretical guideline can be found in the 
aspects of systems theory, that deals with high-risk 
technologies. Systems thinking has been defined 
as an approach to problem solving, by viewing 
“problems” as parts of an overall system, rather 
than reacting to specific parts, outcomes or events 
and potentially contributing to further develop-
ment of unintended consequences. This chapter 
views the problem situation of electronic voting 
as a ‘soft’ ill-structured human activity system, 
and applies soft system thinking to illuminate its 
vast dimensions and interrelationships.

SYSTEMS THINKING

Systems Thought

Nowadays it is becoming increasingly important, 
that we are able to consider not just of the simple 
processes, but gain knowledge of complex sys-
tems (Washington 1977). Professor J. Stiglitz, 
winner of the Nobel Prize in Economics, recently 
emphasized on this point when referring to the 
reasons that led the global economy into the 
recent financial crisis, stressing on the lack of a 
“systemic” view of the risks and challenges taken 
on by the involved stakeholders (Stiglitz, 2010, 
pg 149). Most literate individuals would raise an 
eyebrow on hearing the adjective ‘systemic’, as 
the most popular adjective of the noun ‘system’, 
is ‘systematic’. Systemic, is an adjective closely 
related to the school of systems thought, although 

in most dictionaries it is defined within the context 
of biological or medical connotations; as a condi-
tion is described as being systemic if it pervades 
the body as whole. Systemic is more accurately 
defined as “of or concerning a system as whole”. 
The concept itself, begins with the most basic idea 
of systems thinking, namely that a complex whole 
may have properties which refer to the whole and 
are meaningless in terms of parts which make up 
the whole.

Systems ideas constitute one particular set of 
intellectual constructs, one particular notation, 
which may be used to make descriptions which can 
then be tested against reality itself. “Systems think-
ing enables you to grasp and manage situations of 
complexity and uncertainty in which there are no 
simple answers. It’s a way of ‘learning your way 
towards effective action’ by looking at connected 
wholes rather than separate parts. It’s sometimes 
called practical holism.”(Open University, 2008). 
According to Senge (Senge, 1990):-

“Systems thinking is a framework for seeing 
interrelationships rather than things, for seeing 
patterns rather than static snapshots. It is a set 
of general principles spanning fields as diverse 
as physical and social sciences, engineering and 
management”. 

Systems thinking is used to address complex 
problems and the design of complex, mainly 
human-centered systems. It is a trans-disciplinary 
practice that can be applied to any field of science. 
Its origin can be traced back 2,500 years at least, 
when the idea of holism was first developed in 
ancient Greece.

The crucial problem that science faces, is its 
ability to cope with complexity. Complexity in 
general and social phenomena, pose difficult 
problems for traditional scientific examination 
methods. Descartes’ second rule for properly con-
ducting ones reason, i.e. dividing up the problems 
being examined into separate parts, the principle 
most central to scientific practice, assumes that 



133

A Systems Theory Approach to Electronic Voting Complexity

this division will not distort the phenomenon be-
ing studied. But if we move beyond the physical 
regularities of the universe to apparently more 
complex phenomena; such as those of human 
society, how to make the separation, and how 
to know whether in the end it is legitimate to do 
so, are much harder questions to answer. If the 
investigation is to concern heat transfer, then it is 
not difficult, to draw boundaries round the area 
of investigation and to design experiments; if 
however the investigation is to be into, say, the 
phenomenon of voting, these things are much less 
clear; how to separate the phenomenon, what to 
leave in, what to leave out, are much harder to 
define (Checkland, 1999).

The assertion that this viewpoint of traditional 
science is often too narrowly inclined towards 
reductionism, led to the development of systems 
thinking and General Systems Theory, in an ef-
fort to complement traditional science. General 
Systems Theory was originally proposed by bi-
ologist Ludwig von Bertalanffy in 1928 and soon 
became the hallmark of systems thinking. GST 
is defined as the scientific exploration of wholes 
(Systimata) or wholeness. Broadly speaking, GST 
and Theory of systems can be distinguished as 
“systems science”, i.e. scientific exploration and 
theory of systems in the various sciences and 
general system theory as doctrine of principles 
applying to all systems (Skyttner, 2002).

Von Bertalanffy stated that “The notion of a 
system may be seen as simply a more self-conscious 
and generic term for the dynamic interrelatedness 
of components” (Bertalanffy, 1976). Since its 
original conception General Systems Theory has 
evolved as new conceptions, and mathematical 
models have been developed such as cybernetics, 
automata theory system analysis and others. Cur-
rently, properties which together comprise general 
systems theory of open systems include system 
interrelationships and interdependence of objects 
and attributes, system holism, system entropy, 
hierarchy, differentiation and others.

The notion of systems thinking was approached 
by engineers, which required solving problems 
of designing and implementing controllable 
complexes of equipment, rather than simple 
components. Systems’ thinking, defines two 
distinct types of problems with separate analyti-
cal approaches, ‘hard and ‘soft’. In hard systems 
analysis, the concept is that there is a system to 
be engineered and that this occupies an unequivo-
cal place in a manifest hierarchy of systems. In 
soft systems, which include most human activity 
systems, considered at a level higher than that of 
physical operations, there shall always be many 
possible variation of the system to be engineered 
or improved, and system boundaries and objec-
tives may well be impossible to define. In soft 
problems, the designation of objectives is itself 
problematic. Hard systems analysis of a weapon 
system, will always produce a definition of a 
weapon system; “soft” analysis might suggest 
disarmament, or political negotiation.

Soft System Methodology

To deal with complexity in such soft fuzzy ill-de-
fined problems, Soft System Methodology(SSM) 
was introduced (Checkland, 1999). SSM is an 
approach to solving complex unstructured human 
problem situations based on holistic analysis and 
systems thinking. SSM is a methodology that aims 
to bring about improvement in areas of social 
concern by activating the people involved in the 
situation into a learning cycle which is ideally 
never ending. The learning takes place through 
the iterative process, using systems concepts to 
reflect upon and debate perceptions of the real 
world, taking action and again reflecting upon the 
happenings using system concepts. The reflection 
and debate is structured by a number of systemic 
models. These are conceived as holistic ideal types 
of certain aspects of the problem situation rather 
than as accounts of it. It is given, that no objective 
and complete account of a problem situation can 
be provided. Therefore, systems thinking and, 
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in particular, the soft systems approach are used 
for (a) identification and understanding of the 
problem(s), and (b)identification, understand-
ing, and formulation of the knowledge relevant 
to these problems (knowledge elicitation) (Dar-
zentas, 1993).

In IS development, this need for extension is 
more apparent when problem understanding at 
higher conceptual levels is required, where the 
problem is usually identified within ill-defined 
systems (Darzentas & Spyrou, 1993). The soft 
systems approach, when applied to information 
systems (Checkland & Scholes, 1999; Wilson, 
1984) offers the potential for developing op-
erational models which accommodate different 
perceptions of the problem at higher levels. In a 
conventional approach, a primary objective of an 
IS’s analyst, in order to design a formal IS, is the 
construction of a reliable operational model of 
the situation. This is usually feasible when facing 
‘hard’, well-structured problems but not for ‘soft’, 
ill-structured, human activity systems. Experience 
has shown that even well-assembled information 
systems for ‘soft’ human activity systems have 
collapsed because their shortcomings became 
apparent during their operation (Iivari, 1991). 

As Checkland points out: “SSM was developed 
because the methodology of systems engineering, 
based on defining goals or objectives, simply did 
not work when applied to messy, ill-structured, 
real-world problems.”

Using the methodology within its systems 
thinking process, the analyst has to formulate root 
definitions, to assemble the minimum amount of 
necessary activities and to structure activities into 
conceptual models. Here the use of several relevant 
systems is suggested in order to stress the different 
viewpoints and beliefs of the actors involved, and 
thus express the subjective nature of SSM. SSM 
accommodates different interests and initiates 
debate. This accommodation is represented by 
the systemically desirable and culturally feasible 
proposed changes. The debate about changes is 
structured by the comparison of the conceptual 
models against the participants’ perceptions of 
the part of the real world under examination. The 
methodology is conceptualized in Figure 1.

To do systems thinking is to set some con-
structed abstract wholes (referred to as systems 
models) against the perceived real world, in order 
to resolve complexity. The purpose of doing this 
may range from engineering some part of the 

Figure 1. SSM methodology in summary
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world perceived as a system, to seeking insight 
or lamination. Applying SSM to our identified 
problematic area will lead to the production of 
conceptual models, rich pictures and root defini-
tions to help exorcise complexity. Making rich 
pictures to indicate the many elements involved 
in any human situation is something which has 
characterized SSM from the start. Its rationale 
lies in the fact that the complexity of human af-
fairs is always the complexity of multiple interact-
ing relationships and pictures are a better medium 
than linear prose for expressing relationships. 
Rich pictures are Ad hoc drawings and do not 
have a formal syntax. They serve as a vehicle to 
help users explain their domain to developers. 
They do this by making use of symbols and dia-
grammatic conventions to represent a particular 
situation in a manner that is explicit and under-
standable by users. They give users the opportu-
nity to identify important aspects of their work, 
missing elements and incorrect terminology 
(Darzentas, & Spyrou, 1994).

SSM FOR ELECTRONIC VOTING

The E-Voting System

An increasing number of countries and states 
throughout the world are currently in the process of 
evaluating electronic voting solutions, by holding 
a succession of trials and pilots to determine the 
benefits and drawbacks offered by their deploy-
ment, as concerns have been raised over the privacy 
issues, usability, cost and overall effectiveness of 
the technology. It is a common fact, that back-end 
computers are already an integral part of almost 
all elections held internationally. Even in countries 
not officially exploring electronic voting, back end 
computer systems are most possibly introduced 
at some stage of the electoral process, either for 
ballot counting or for voter list generation. These 
back-end “uncertified” computers may hold more 
dangers than an efficiently designed and protected 

electronic voting system. The basic question 
in electoral administration no longer focuses 
on whether new technology developments are 
acceptable in electoral processes, but rather on 
what kind of technology is suitable for a specific 
country, taking into account its political and social 
culture, level of technological infrastructure, and 
its electoral system (Maaten & Hall, 2008).

Systems thought, approaches Information Sys-
tems, as social systems, which have Information 
Technology embedded inside them. According to 
this classification, it is not possible to design a 
robust, effective information system, incorporat-
ing significant amounts of technology, without 
treating it as a social system. Within this scope, 
e-Voting is identified as a ‘soft’ ill-structured hu-
man activity system; as ICT is used to support the 
social process of voting. In accordance to SSM, 
the initial step to building a model of a concept 
of a complex purposeful activity, requires a clear 
definition of the activity involved. Using the meth-
odology within the systems thinking process, the 
analyst has to originally formulate root definitions 
to assemble the minimum amount of necessary 
activities and to structure activities into conceptual 
models. The complexity and ambiguity surround-
ing electronic voting is apparent from this initial 
step, as no universally acceptable definition of an 
electronic voting system exists.

Definitions of electronic voting systems differ 
widely throughout the fields literature; for example 
in Switzerland, evoting is meant to include not 
only the casting of electronic votes during elec-
tions, but ultimately also the giving of ‘electronic 
signatures’ for initiatives, referendums and can-
didates proposals for membership to the National 
Council. The term in general is used to represent 
a broad variety of processes, ranging from voter 
registration, to remote vote casting. From these 
a number of initial root definitions (views) can 
be derived to represent e-voting.

Root Definition 1: An IS system that requires voters 
to use a keyboard or touch screen to mark 
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their votes on a computer terminal, directly 
connected to a stand-alone, polling-station-
located computer.

Root Definition 2: A system to electronically sup-
port a voting process, which enables voters to 
cast a secure and secret ballot over a private 
network or the internet, either from ATM 
like machines situated in kiosks, or remotely 
from any computer or digital device.

Root Definition 3: An electronic democracy IS to 
support elections by mechanizing the pro-
cess of voter registration and vote casting, 
which may lead to reductions of costs and 
increase in speed.

Root Definition 4: An electronic support system, 
offering optional, universal, accessible, vot-
ing channels, to all individuals, who have 
difficulties attending regular elections.

Root Definition 5: An government owned e-
democracy IS, aimed at supporting the 
expression of general will during elections, 
through the implementation of remote vote 
casting over ICT (as an optional channel), 
in order to enhance democratic processes by 
providing a cost effective and universally 
accessible solution.

Various diversities on the role of IT in the 
electoral process are reflected in the significant dif-
ferences and semantic distance existing amongst 
the root definitions, such as:

• Methods of vote casting(Remote or Local)
• Supervised or sole vote casting
• Electronic voting offered as an optional 

channel
• Electronic voting offered as an option to 

individuals with difficulties in attending 
general elections

Present research, following the iterative 
process within SSM throughout the research, 
recursively concludes on the root definition that 
seems to most accurately define electronic vot-

ing in accordance with most literature references, 
with the ability to achieve the greatest identified 
benefits from the introduction of this technology 
with a reduced amount of costs.

I. Method of vote casting: remote vote casting. 
E-voting systems have the potential to be more 
usable than paper, especially for people with 
disabilities such as visual impairment or reduced 
motor control. Indeed, paper voting systems are 
not free of usability problems (Jonathan, 2001; 
Mcgaley, 2008). We often seem to turn a blind 
eye to the inequalities that exist in the voting ap-
paratus at present. Individuals with disabilities 
are often unable to perform their electoral duties 
unaided and in most cases require help during 
vote casting. Entering the voting kiosk with a 
member of personnel denies them the right to 
privacy during the vote casting phase, making 
this group a target to a number of threats, coercion 
etc. Offering these individuals the opportunity 
to perform their electoral duties over electronic 
channels from remote locations, bridges such 
discriminations. Remote e-voting links the pos-
sibility of quick and reliable counting, to that of 
voting outside of polling stations and traditional 
polling times, as well as to the possibility of 
voting from abroad, irrespective of locations of 
diplomatic and consular mission. Internet voting is 
both most globally and convenient to use as well 
as most challenging with respect to legislation, 
technology and operation, and to understanding 
and trust by the electorate. (Buchsbaum, 2004) 
Remote electronic voting offers the same advan-
tages as poll-site electronic voting while adding 
the following benefits (Brown, 2003):

• Economies of scale, with respect to the size 
of the electoral roll, (i.e. an increase in the 
size of the electoral roll does not increase 
the expenditure of the election linearly). 
Research has stated that an On-Line voting 
system could actually cut the cost per voter 
in half. (META Research Group, 2001)
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• Allows geographic independence of the 
voters, resulting in convenience of use.

• Facilitates increased electoral participa-
tion.Studies led by the Centre for Research 
on Direct Democracy (c2d) showed that 
remote voting is not merely a complement 
to postal voting, but that it reached a new 
category of citizens, voters that do not of-
ten participate in elections.

II. Optional Channel-As long as e-voting is 
not universally available, it should not replace 
the traditional way of casting a paper ballot in 
a polling station, it should remain an optional 
and additional channel. (Remmert, 2004). In the 
current context electronic voting systems should 
be considered as a complimentary means to tradi-
tional election systems (Gritzalis, 2002).This gives 
citizens an “additional” channel to perform their 
electoral duties which evidently can only minimize 
any disparities that exist in the electoral public. 
If citizens are unable to perform their electoral 
rights from a personal computer at home, the op-
tion to perform it locally is always available and 
vice versa. Recent legal amendments are moving 
towards this direction, as during 2008, due to in-
creasing social concerns regarding the insecurities 
surrounding the use of electronic voting technol-
ogy, US Congressman Holt, submitted a bill to 
Congress called the “Emergency Assistance for 
Secure Elections Act of 2008” (H.R.5036, 2008), 
stating that the General Services Administration 
would reimburse any state with the extra expen-
diture if they choose to provide paper ballots to 
citizens, and would cover the additional outlay 
in hiring extra people to count them. This bill 
ultimately provides the public with the choice to 
vote manually, if they do not trust the electronic 
voting machines.

III. Universally Accessible Solution- The 
technological approach taken towards electronic 
voting in necessary to be implemented making use 
of design methodologies which will avoid intro-
ducing additional accessibility or usability issues.

IV. Government owned- It is necessary that the 
electronic voting system is government owned 
and maintained to protect election integrity and 
security, against fraud and manipulation. The gov-
ernment must protect against permitting private 
interests from gaining an “information advantage” 
over the public which could lead to black mail or 
even extortion.

Within the above described context electronic 
voting is defined as “A government owned e-
democracy IS, aimed at supporting the expres-
sion of general will during elections, through 
the implementation of remote vote casting over 
ICT, as an optional channel, in order to enhance 
democratic processes by providing a cost effective 
and universally accessible solution.”

Dimensions of Electronic Voting

Critiques on electronic voting are often projected 
as engineering problems, omitting to apprehend 
the sociopolitical context, within which, electronic 
voting solutions exist. Academic and research lit-
erature attempts to approach the issue from a wider 
viewpoint, avoiding concentrate on a single field 
of knowledge, but incorporating into the field of 
electronic democracy, not only the technological 
or legal questions, which determine the design 
of an application, but also politics and society’s 
influence. E-Voting, as proposed by Prosser and 
Krimmer (Prosser & Krimmer, 2004) differentiates 
four separate dimensions: (i) Politics, (ii) Law, 
(iii) Technology, and (iv) Society. In the available 
literature, requirements are usually identified as 
falling among the above mentioned fields, which 
are included in the design process in the form of 
conditions that the system should meet (e.g. “the 
system shall allow online-voting from home”). 
Given the preliminary thinking expressed in 
the root definition and viewing, electronic vot-
ing systemically within a wider environment, a 
low level model is conceptualized (Figure 2). A 
number of relevant systems are identified, which 
in concert operate on an electronic voting system 
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as enablers and contributors to its effectiveness. 
There is an immediate and identifiable dependency 
between systems, projecting the interrelationships 
of such an IS. These in turn, can be represented as 
‘Systems’ with interrelationships and coordinated 
dependencies on an electronic voting system, 
which in turn can be identified as a subsystem of 
electronic democracy.

The political system is identified as an all-
important enabler for electronic voting. The po-
litical system supports, defines and controls the 
implementation of electronic democracy, but also 
electronic voting, defined through the official 
attitude towards e-voting, but also from initiatives 
commenced from a wider system, if one should 
exist, e.g. EU Initiatives. Without strong political 
support and clear political farsightedness, through-
out the implementation and operation of elec-
tronic voting systems, failure is eminent. In 2004, 
the Irish government undertook plans to introduce 
a nationwide electronic voting system, spending 
approximately €52 million on electronic voting 

machines (DRE). The Irish government immedi-
ately came under increased pressure, public 
scepticism and social opposition, over the purchase 
of a controversial electronic voting system, which 
was highly criticized as failing to meet user re-
quirements, so the Irish government dropped its 
political support, evidently leading to project 
failure, which in turn led to storing the e-voting 
machines in the closet. The recursive pressures 
from identified systems are evident at this stage, 
as technological decisions, political influence and 
social acceptance are entwined in the implemen-
tation of the system

When considering electronic elections through 
a political scope, it is important to take into ac-
count the context of the political format which the 
IS system shall support. The requirements which 
voting procedures have to meet differ accordingly 
to the election context, with respect to dimensions 
of scale, election cycles, etc. Switzerland has 
been considering electronic voting for a number 
of years, (trials have been held as early as 2001), 

Figure 2. A lower-level conceptual model of the e-voting system
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as due to the political context, the country was 
projected as an ideal candidate. At least four 
times a year there are popular elections held in 
Switzerland on national, cantonal and communal 
levels, for which currently remote electronic vot-
ing is seen as a viable option.

Political official attitude towards e-government 
and overall technological progress is decisive for 
the success of electronic voting, as such a system 
cannot be dealt with as a single one-off solution. 
A country’s technological progression and overall 
macroeconomic investment in ICT infrastructure, 
has to play a highly crucial role in the political 
agenda, for the enablement of electronic voting to 
be accepted. A good communications infrastruc-
ture, voters’ high e-readiness, the widespread use 
of the national ID card, have all been decisive 
prerequisites in countries that have successfully 
implemented electronic voting systems, such as 
Estonia.

Enabling Electronic voting is not limited to 
technical infrastructure. “In most countries to 
use remote e-voting channels, laws or even the 
constitution have to be changed, which makes 
remote e-voting very unlikely to happen on the 
go. It needs a strategic intention of the govern-
ment for this” (Krimmer, Triessnig, & Volkam, 
2007).The Political System has the dependency 
to affect the Legal System. It is a fact that technol-
ogy often moves at a faster pace than the legal 
system, but for electronic voting to meet with 
social acceptance, the legal regulation needs to 
be in accordance with technological innovation. 
Electronic voting needs to comply with the legal 
and regulatory framework of the country in which 
the system is being implemented. For E-Voting 
to achieve successful implementation, the exist-
ing legal principles for elections are exceedingly 
decisive in the way E-Voting should (could be) 
implemented and at which stage. “Before intro-
ducing electronic voting, member states should 
have reviewed and secured all the legal matters 
in order to avoid conflicts during the process of 
an e-enabled election.” (GGIS (2010) 5 E)

Along these lines, the requirements of an 
electronic voting system, considered as design 
principles must comply with the legislation 
framework.

Often legal issues arise in the cases of trials 
and pilots. In the case of a pilot scheme where 
the test results of the vote are not binding, there 
is probably no need to establish a legal basis. 
However, conducting such a voting experiment 
with official, binding results probably requires 
a change to the legislation. This new legislation 
could take three different forms (Caarls, 2010):

• A temporary law permitting e-voting 
experiments;

• A change in the existing electoral law or in 
the implementation of existing legislation;

• A temporary law on e-voting followed by 
changes in the existing electoral law.

In most cases, legislation permitting experi-
ments with e-voting is subject to a specific time 
limit or is geared to one or more specific elections 
(for example, experiments may only be conducted 
during local elections). The advantage of a tempo-
rary law is that existing electoral legislation does 
not have to be amended, which would probably 
take more time and thus slow down the process 
(Caarls, 2010). It is also critical to define how 
legal aspects constitute security requirements 
on a technical level and refine the security re-
quirements on the design level to corresponding 
security requirements of the resulting system 
(Volkamer & Hutter, 2004). Common standards 
on e-voting, reflecting and applying the principles 
of democratic elections and referendums, to the 
specificities of e-voting, are key to guaranteeing 
the respect of all the principles of democratic 
elections and referendums when using evoting, 
and thus building trust and confidence in domestic 
e-voting schemes. (Remmert, 2004). In this re-
spect, technological developments but also legal 
regulations should be reviewed, ensuring their 
overall contribution to society.The core message of 
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the CoE recommendation (EU Recommendation 
Rec(2004)11, 2004) is that e-voting must respect 
all the principles of democratic voting, and must 
be as reliable and secure as non-electronic voting.
The constitutions of most countries require that 
general elections respect Generality, Freedom, 
Equality, Secrecy and Directness; reflecting all 
essential voting design principles. On the other 
hand, the legalized framework must protect, but 
also enable vote casting electronically, by regu-
lating specific “policies” and technologies (e.g. 
digital signatures). Political will, through a number 
of initiatives can normalize the legal framework 
to support technological advances.

In Figure 3, the subsystems are described in 
more detail, via relevant identified activities. The 
activities are at an operational level, where the 
characteristics and imposed peculiarities of the 
IS begin to take form.

As electronic voting targets at increasing social 
collaboration, achieving social acceptance is 
critical. Electronic voting IS systems, need to 

provide a voting channel with the ability to over-
come any existing inequalities, or at least avoid 
introducing any additional ones; as an electronic 
voting election system may itself enforce unequal 
access to the electoral process, through the unequal 
ownership of IT and related knowledge. The 
Digital Divide is a widely used concept that is 
defined as disparities in computer ownership and 
Internet access, based on income (Neu, 1998). 
The divide refers to an imbalance in physical ac-
cess to hardware and in the necessary knowledge 
that enables a digital citizen to participate in 
electronic democracy and in e-voting. Digital 
Divide is discussed to hold in the context of so-
cioeconomic, racial and geographic differences. 
The digital divide is often referred to as the pri-
mary socio-political issue (Hoffman L.J., 2000) 
leading to inequality of citizens votes in the con-
text of e-voting. It is argued that while Information 
and Communication Technologies (ICTs), hold 
the potential to improve the democratic process, 
expand citizenship and empower the people, they 

Figure 3. A second-level conceptual model of the e-voting system
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also have the ability to perpetuate or exacerbate 
existing inequalities and other divides.

It is a matter of democracy, equality, and equity 
to guarantee that the traditional and the e-voting 
technologies are at least equivalent, with respect 
to ease and opportunity of access (Mitrou, Grit-
zalis, & Katsikas, 2002). Political initiatives are 
required to overcome any sociological inequali-
ties while not amplifying any discriminations. 
At this point, the interdependency between the 
political and the social system is clearly identifi-
able. Through political support, in the form of 
campaigns, policies and initiatives, differences in 

computer ownership, but also computer knowl-
edge, can be overcome. Specific policies should 
be adopted towards attaining this end (Figure 4) 
and through the implementation of information 
policies, directed towards bridging the gap. Infor-
mation campaigns and political initiatives, can also 
target overcoming societal differences effectively. 
In this context, initiatives such as e-Inclusion and 
One Laptop Per Child, but also overall funding 
of ICT infrastructure development, will present 
opportunities to overcome economic distinctions 
and geographical differences in society, steering 
towards an all inclusive platform.

Figure 4. A higher-level conceptual model of the e-voting system
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A wider political system, the European Union, 
has adopted three key actions: a) to adapt the 
existing regulatory framework to communication 
industry needs in the Internet, b) to boost compe-
tition in local access networks, so as to encourage 
widespread Internet take-up and high-speed In-
ternet access in Europe, and c) to ensure a high 
standard of user rights and privacy protection. In 
addition, some have stated that as technology’s 
primary goal is to become user friendlier; it is 
believed that the information gap will eventually 
disappear.

A lack in capturing a complete set of social 
needs represented through the design features of 
an e-voting system will ultimately lead to an unus-
able system. In recent French electronic elections, 
e-voting machines were criticised of humiliating 
a great number of electors, fuelling social opposi-
tion. According to some e-voting satisfaction polls, 
the fact was explained that at least 5-10% of the 
electors were not at ease with the electronic voting 
system. These citizens could be publicly humili-
ated by their difficulties in voting or the number 
of the citizens not coming to vote could actually 
grow.” (Digital Civil Rights in Europe, 2007). 
According to a separate study, carried out by Paul 
Verlaine - Metz University, the voting equipment 
also “creates huge accessibility problems to the 
sight impaired, being a true discrimination source 
for them”. In addition the study estimates that, with 
these machines, 25% of the electors run the risk 
of mistaking their proposed candidate, or of not 
finalising their vote. Since the 2000 Presidential 
election in America, a number of problems with 
voting systems in Florida stemmed from usability 
and defective ballot design. An extensive list of 
user requirements, taking into consideration the 
social sphere of influence needs, should guide the 
design process..To achieve optimum design and 
guarantee that design choices overcome accessi-
bility and usability inequalities, a methodological 
user-centered design (UCD) needs to be adopted, 
incorporating design principles and theories such 

as Design for all’(DFA) and the Principles of 
Universal Design(UD).

In accordance with these, an extensive list 
of Technical Requirements, addressing issues of 
reliability, accuracy, efficiency, integrity, security, 
and equality, need to be established to guarantee 
electronic voting’s successful implementation. 
Recently, electronic voting trials were abandoned 
in Ireland, the Netherlands and the UK, while 
concerns have risen in Germany and France, 
when a published report illustrated that purchased 
systems were highly insecure. These systems 
purchased from the same manufacturer required 
ultimate trust, since source code was undisclosed 
and claims of security could not be verified.

It is essential to the success of electronic voting 
that federal standards are implemented to vali-
date and guarantee system effectiveness through 
regulation. In December 2005 the US Election 
Assistance Commission, unanimously adopted 
the 2005 Voluntary Voting System Guidelines, 
which significantly increase security requirements 
for voting systems and expand access, including 
opportunities to vote privately and independently, 
for individuals with disabilities. Empowering 
federal testing laboratories to verify and guarantee 
that systems comply with initial requirements and 
standards is crucial. Essentially, the accredited 
test labs will look at programming completeness, 
consistency, correctness, modifiability, structure, 
and traceability, along with its modularity and 
construction. These should include functionality 
testing, hardware testing and extensive software 
evaluation.

The fields’ literature identifies, but does not 
limit technical requirements for electronic vot-
ing to:

Availability refers to the property of a system 
being accessible and usable upon demand by an 
authorized entity. In the context of electronic 
voting systems, this property refers to legitimate 
voters provided with the means to cast their vote.

Confidentiality refers to data and voter prefer-
ences remaining private. An election is private, 
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if neither the election authorities nor anyone 
else can link any ballot to the voter who cast it, 
and no voter can prove that he or she voted in a 
particular way.

Integrity refers to data and system precision, 
accuracy and consistency. Votes must be recorded 
correctly and safeguards must ensure that votes 
cannot be modified, forged or deleted, without 
detection.

Authenticity refers to ensuring that the involved 
data, transactions, communications or documents 
(electronic or physical) are genuine. In elections it 
is vital that only registered voters are permitted to 
cast a vote. The voting counts must be protected 
from external reading during the voting process. 
Voter identity and preferences must be secret.

Accountability refers to information, selec-
tively kept and protected, so that actions affecting 
security can be traced back to the responsible party 
(audit). Corrupt voters or personnel, may attempt 
to modify votes/count or the system. The property 
of permitting an external auditing entity to verify 
that the votes have been counted correctly and a 
voter to determine if a vote was counted accu-
rately, is crucial. All internal operations must be 
monitored, without violating voter confidentiality. 
Monitoring must include votes recorded and votes 
tabulated, and all system programming and admin-
istrative operations such as pre- and post-election 
testing. All attempted and successful changes to 
configuration status (especially those in violation 
of the static system integrity requirement) must 
be noted. Monitoring and analysis of audit trails 
must themselves be non-tamperable. All operator 
authentication operations must be logged.

To guarantee that these requirements are met, 
a systemic approach is necessary across the wider 
e-democracy system, as these design features need 
to be supported by all enablers and stakeholders. 
A pervasive infrastructure foundation has to be 
designed to ensure security throughout electronic 
government transactions and electronic voting. 
“Internet voting will become fully electronic 
(from registration to tallying) only when a secure 

and uniform Public Key Infrastructure for digital 
signatures becomes available” (Burmester & 
Magkos, 2003). A technological approach needs 
to accurately Assess Relative IS systems and 
needs (Appreciate Related Subsystems) across 
the electronic democracy platform to achieve 
interoperability. Additionally, creating a database 
of eligible voters is in fact a prior step, vital for 
any poll or election which seeks to meet the mini-
mum safety requirements. The digital electoral 
roll is usually constructed by means of a voter 
registration system that compiles voter data either 
in person or remotely. In many countries, Public 
Key Infrastructure (PKI), digital signatures, and 
the existing process of authentication have served 
as absolute prerequisites for the creation of an 
efficient e-country.

Security is not restricted purely to the techno-
logical approach taken, but also to the procedures 
and standards that are put into place to overcome 
technological security shortcomings (Mohen, 
2001; Williams, 2004; Xenakis, 2004). This is 
represented by an interdependency, Figure 4, 
between the technical sphere and the legal sphere; 
legal basis policies, must be laid out, encompassing 
all issues of electronic voting, but also detailed 
contingency plans must be in place in case a 
failure should occur.

Through this iterative process it is apparent 
that electronic voting requires a number of fac-
tors to be present before System Implementation 
can be achieved.

• Technology
 ◦ existence of roll of registers or infra-

structure to create roll by electronic 
registration

 ◦ Information Society Context
 ◦ Degree of the informatization in the 

public administration
 ◦ existence of a wider e-id security in-

frastructure based on PKI
 ◦ e-Voting federal standards
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• Government Support
 ◦ initiatives
 ◦ policies
 ◦ campaigns

• E-Voting Conforms with constitutional 
requirements

• Social Acceptance
 ◦ minimize digital divide though initia-

tives, policies and campaigns target-
ing at bridging the gap

 ◦ support internet penetration
 ◦ increase country’s readiness. 

E-readiness is the “state of play” of a 
country’s information and communi-
cations technology

In the process of SSM, comparing conceptual 
models to reality, points to the need of under-
standing the pre-requisites in adopting electronic 
voting. SSM is a methodology that aims to bring 
about improvement in areas of social concern by 
activating the people involved into a situation or 
learning cycle, which ideally is never ending. The 
learning takes place through the iterative process, 
using systems concepts to reflect upon and debate 
perceptions of the real world, taking action in 
the real world and again reflecting upon the hap-
penings. The reflection and debate is structured 
by a number of systemic models. Comparing 
the systemic models presented through the SSM 
methodology against the perceived real world, 
in order to resolve complexity, leads to the con-
clusion that electronic voting should be avoided 
in cases which lack the prerequisites previously 
identified. Electronic voting is not identified as a 
one off solution, as it requires a systemic approach 
ranging across numerous dimensions, and requires 
properties existent throughout the interrelationship 
of the present systems.

Designing within the 
e-Voting System

The purpose of employing System theory is two-
fold. First, it is employed to provide a framework 
for perceiving and analyzing highly complex 
systems, and secondly, for designing within and 
for them. Traditional information systems, design 
methods and engineering techniques often lack the 
capacity to capture IS’s complexity in a holistic 
manner, resulting in a largely unmanageable, 
unscalable, error prone, single task oriented and 
insecure software systems. Information system 
architectures currently contain numerous dy-
namically interacting components, each with their 
own thread of control which engage in complex 
interactions over distributed environments.

Several important aspects of the General 
Systems Theory (GST) are employed to provide 
an insight within an electronic voting system. 
Throughout the iterative process, which is systems 
thinking, the system as a “whole”, can be concep-
tually broken into smaller subsystems, presenting 
the system hierarchy, but also component and 
object interdependency holistically. Complex 
systems are organized in hierarchies wherein each 
level is made up of several integrated systems. 
In complex systems, specialized units perform 
specialized functions (differentiation principle). 
Focusing within the system of electronic vot-
ing, still to be designed, a number of essential 
components but also their interrelationships on 
objects and attributes are identified (Figure 5) as 
interdependencies on wider systems.

As electronic voting is identified as a sub 
system of the wider supra system of electronic 
democracy, within this scope, interrelationships 
and interdependencies can be identified. E-voting 
needs to be viewed as a component of a coherent 
whole and that it makes use of the overarching 
infrastructure and its components that perform 
specialized tasks, (this is identified in diagram 4, 
as appreciate related subsystems, which led to the 
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identification of requirements existence of a 
wider e-id security infrastructure based on PKI).

In the process of defining design principles for 
achieving the required openness and flexibility, it 
is crucial to view security and auditability through 
the above perspective. To achieve this goal, two 
systems are identified, the Audit System and the 
Security System, with a number for interdependen-
cies and feedback loops (Figure 5).The audit sys-
tem is an e-democracy sub system, which allows 
the actual behavior of the electronic voting system 
to be monitored as a single and coherent whole. 
Audit is an independent process for obtaining 
evidence and evaluating performance according 
to a number of criteria. These criteria are set by 
a wider technical committee, in accordance with 
the legal framework and political support; present-
ing an additional interdependency between the 
e-voting system and the wider political and legal 

systems as regulation can be evaluated through 
previously identified Federal standards, performed 
by federal test labs.

The purpose of Security subsystem is to moni-
tor the e-voting system as a single operational unit, 
and provide a horizontal security infrastructure 
throughout the system, but additionally to the 
wider e-democracy system. This system requires 
flexibility, while providing the essential features 
of authentication, identification and cryptographic 
features.

During the vote casting process a number of 
users, including Voters, Members of the Elec-
toral board and Administrators are required to 
interact with the e-voting system. These users 
are able to interact with the system through the 
available software/hardware agent used for vote 
casting. After votes are successfully cast, votes 
are stored in the electronic ballot box software 

Figure 5. Designing within the featured e-voting system
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module. Following this phase, results are tallied 
using the tallying software component which is 
used to calculate the result.

System thinking is able to guide design and 
provide insight on some of the essential charac-
teristics and elements of an e-Voting IS. Disclos-
ability is a critical issue for e-voting that often 
inaugurates debates on security, as it refers to the 
system software, hardware, microcode, and any 
custom circuitry being open for random inspec-
tions (including examination of the documentation 
by appropriate evaluators), despite demands for se-
crecy from the system vendors (Neumann, 1993). 
In contradiction to system vendors, information 
security experts and cryptographers often quote 
the term “security through obscurity”, meaning 
that some sort of secrecy or obfuscation is a part 
of the security model and the failure aspect of 
many IS. Security through obscurity provides a 
false sense of security though limited verifiability, 
which evidently leads to the vulnerabilities being 
known by the wrong people. This principle in IS 
security engineering, seems to be confirmable 
by one of the most fundamental principles of 
systems thinking, that openness and feedback 
loops are able to achieve negative entropy for 
open systems. Entropy is an important part of the 
second law of thermodynamics, and is a measure 
of how disorganized a system is. Closed systems 
are believed to attain an equilibrium state with 
maximum entropy (death or disorganization); 
referring to the tendency of closed systems to 
progress to a state of greater disorganization, 
break down, deteriorate, lose organization, and 
eventually dissolve. Addressing and reversing 
entropy is one of the primary processes of Systems 
Thinking. Systems thinking, relies heavily upon 
openness and feedback loops to achieve negative 
entropy—a process through which systems can 
become more organized and enhance their abil-
ity to transform themselves through new inputs, 
energy, and resources from the environment. 
Evidently election source code openness leads 
to improved software, that has passed stricter 

evaluation, is more transparent and accountable 
(Wagner, 2007), such as, publicly publishing 
voting machine software under a free software 
license, as is done in Australia.

Systems theory has identified numerous 
principles (also common to the field of study of 
cybernetics) many of which can be applied to IS 
design and incorporated into the implementation 
process. In addition to openness and feedback, 
complementary laws of system thinking, can guide 
system design to incorporate important features 
corresponding to the security infrastructure. The 
‘Requisite Variety Law’ (Ashby, 1964) states that 
“if a system is to be stable, the number of states 
of its control mechanism must be greater than or 
equal to the number of states in the system being 
controlled.” Identified as the control mechanism 
of an e-Voting system, is its Security Infrastruc-
ture. Systems thinking, translated into security 
engineering terms, dictates that for the security 
infrastructure to be able to counter attacks on the 
system, a crucial minimum set of controls must 
be implemented, as the identified vulnerabilities 
on the system.

An essential Systems Principle states that 
“fundamental variables must be kept within cer-
tain “physiological” limits if the organism is to 
survive” (Cannon, 1932) Within the context of 
IS design this can be translated into systems reli-
ability terms and stated that to achieve reliability 
an IS’s critical variables must be identified and 
maintained over a required threshold. It is crucial 
to periodically asses these variables with audits 
and take action.

Overall, we can apply a number of GST prin-
ciples to the design process of IS,

• ISs need to be designed as open systems
• Feedback loops through periodical assess-

ment, necessary process to reduce disorder 
in ISs

• Reliability is achieved through the mainte-
nance of certain variables

• All IS have a hierarchical structure
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FUTURE WORK AND DIRECTIONS

In this case, the application of SSM as an interpre-
tive learning approach, makes it possible to gain 
new insights into real-world activities, through 
their comparison with those that are desirable 
in systems terms. It is apparent, that electronic 
voting implementation requires the support of 
a number of fields, which operating in concert 
can digitalize the electoral process. Cross nation 
interoperability is gaining momentum in electronic 
democracy policies and initiatives. A systemic 
approach to electronic democracy across states, 
within a wider framework, is crucial to achieve 
such goals of wider collaboration. In addition, a 
systems approach can provide important benefits 
if applied to “business to government” electronic 
systems.

Evaluating specific IS characteristics and de-
sign decisions through the viewpoint of General 
Systems Theory can lead to efficient and effec-
tive system design, disengaged from the hype of 
seasonal technological innovations. Future work 
should be focused in this direction. We are cur-
rently in the process of evaluating and validating 
technical requirements, while generating a com-
plete set of design principles for e-government 
IS’s, which stem from GST.

CONCLUSION

The essential question about electronic voting 
seems to be not whether there should be some 
form of electronic voting, but when and where 
it should be used in the electoral process. All of 
the above factors indicate the need for consider-
ation and changes in the approach taken towards 
the implementation of an ‘e-Voting System’. A 
wider interdimensional approach is necessary to 
gain knowledge and understanding of the true 
dimensions of e-voting. This chapter attempts to 
demystify the complexity surrounding electronic 
elections by adopting such a methodology based 

on systems thinking and particularly, Soft Systems 
Methodology.

In general, a systems theory approach is 
employed to provide a framework for perceiv-
ing and analyzing highly complex systems in a 
transdisciplinary method, as well as, for designing 
within and for them. Within this context, electronic 
voting is identified as a ‘soft’ ill-structured human 
activity system, and a number of systems and their 
interdependencies have been identified. Through 
this iterative process, this chapter has attempted 
to resolve complex issues and provide a clearer 
perspective of related interdependencies. As a 
result of this process an electronic voting system 
has been conceptualized in a way that interdepen-
dencies, characteristics and imposed peculiarities 
of the IS take form. SSM was employed to help 
us with the formulation of the problem, space, 
and our attempt to gain a holistic understand-
ing, (a rich picture) of the problems. A potential 
critique of SSM processes, as they have been 
applied in certain cases, is that they become too 
constrained by organisational and other taken-
for-granted structures, leading to solutions that 
solve immediate problems, but leave the situ-
ation that gave rise to the problems essentially 
unchanged. Additionally, a number of researchers 
and practitioners regard SSM as a form of action 
research. SSM places more emphasis than most 
action research models on understanding the 
situation in which intervention is desired and on 
formulating the action to be taken, while being 
less explicit about on-going research, reflection 
and the overall cyclic nature of the process. Taking 
this approach allows an overall action research / 
SSM-based methodology to be adopted, which is 
appropriate for a specific situation, and lets it be 
adapted as work progresses.

In this chapter we have attempted to apply SSM 
and evidently systems thinking in a comprehensive 
and inclusive manner, which through iterative 
cycles of the methodology itself, will reveal the 
quandaries and resolve the complexity of the is-
sues at hand. Evidently supplementing SSM with 
other design methodologies can further enhance 
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the design process of such an IS. Systems think-
ing as understood and presented in this chapter 
led to the identification of specific prerequisites 
and constraints, necessary for the deployment of 
electronic voting systems. Additionally, as GST 
provides a framework for perceiving and analyzing 
complex systems, but also for designing within 
them, this methodology led to the generation of a 
set of essential system design principles necessary 
for the implementation of e-voting.
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